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“Internet Ki Duniya Mein Ho Rahemahilaon Ke Viruddh Cyber Apradh”
(CYBER CRIME AGAINST WOMEN)

RESEARCH ABSTRACT

Online abuse is a serious issue in India, affecting more than half of survey respondent,
yet women and other targets lack support and understanding to respond effectively. The
Internet is one of the fastest-growing areas of technical infrastructure development in all
nations. In the current era of online processing, maximum of the critical information and
details are online and prone the cyber treats. Individuals use the internet because they can
gather and share information very easily with other individuals no matter where on the globe
they are located. In every creations there are good and bad sides but when a new one is
created for the betterment of people the inventor does not think for its evil sides. Any

development is capable of beneficial uses as well as misuse.

Based on the research presented, it is known that most women are not fully aware of
cyber crime. Girls from 18 to 30 years have been found to be more in the grip of cyber crime.
According to the data received, women of this age are mostly active on social media. This is
the reason that most of the cases are connected with Facebook and Whatsaap. The main
reason for the crime on social media is the ignorance of the key secret information of the
social site. Women use the social site in abundance but are not fully aware of the privacy of
social sites. Sharing personal information about the person who is connected with his life on
social media, which makes the culprit get complete information about the woman. Apart from
this, women update every minute of their news on the social network which is useful for the
cyber criminals and uses them with the wrong intention. If the criminals interfere with the
photos of women and put them on porn websites then call girl is also declared somewhere to
defame the woman. All this affects the entire life of a woman.

According to the students studying in the university, the cause of cyber crime is also
mutual jealousy. The boys want to see the beautiful girls of the university as their girlfriend
and if the girl refuses to live with them then the boys behave like this. Sometimes it happens
that if a boy is at risk of a girl's love, then to defame the girl, on social media, she has made a
fake account in the name of the girl and makes obscene talks with everyone; That which

comes in the serious category of women cyber crime.




On the social media, the nature of female sexual violence is seen, then the messages
from junk messages, jokes, shayari etc are available to watch porn videos. While messy
messages are being made about the sexual orientation of women, jokes, shayari are being
served in thousands of days per day. Apart from all this, sexual violence with women is
already running on the Whatsapp and on Facebook nowadays. Bullying, intimidating,
harassing women on the phone has become commonplace in today's time. Behind these
adventures is the sexual frustration of men, which are being thrown on women.

Cyber cell has been set up for complaint of female cyber crime. But many women
cooperate with their crime silently and do not go for complaint, which increases the morale of
the criminals. They constantly do criminal violence with women. According to the National
Crime Records Bureau, if metro city like Delhi, if it is talked about, women are ranked first in
cyber crime. The main reason for this is that every person has access to the internet today. In
today's time, all social sites such as Facebook use Whatsapp to stay entertained or connected
with friends, but it is also a lot of trouble. Cyber crime has great effect on the lives of women.
Women suffer from mental, physical, family, social, financially. They have to undergo many
types of psychiatrists. The family has to compromise with the people. It is very difficult to
regain a woman's image after being poor in society. The woman gets justice after she
undergoes many types of legal process to regain her reputation in society. Many times the
woman is physically afflicted. Financially the woman becomes weak. He does not have a job,
he has to cross many stairs to sustain life, he has to bear the inconvenience. Because of which
the woman is dependent on any other person. There is a lot of pain in the life of a woman
affected by cyber crime. When the woman complains in her family, some cases are allowed to
remain confined to the house. In some cases he goes to the police where the culprit is caught.
But woman does not get satisfaction in any way, her entire life moves around these events
only. Many rules and regulations have been created in the present time to counter cyber
crime. In order to punish the cyber criminals, the Information Technology Law 2000 and
Information Technology Amendment Act of 2008 are in force, keeping in mind the other
aspects of the case, the Indian Penal Code (IPC), Copyright Act 1957, Company Law,
Government Privacy law and even terrorism law are also enforced. On some matters, I.T. L.T.
issued separately from the Department. Act 2011 is also applicable.

In order to avoid cyber crime (boiling), law has been made in Saxon 509, that if a
word or activity breaks the integrity of women, legal action will be taken against it. Section
66A also fits well for bulling. Apart from this, if a woman is bothered by the Fake ID, or if
the dirty language is used then action will be taken against her. As is done in the cases of
Sagarika, Kavita Krishnan, and Meena Kanda Sami, criminals were also punished. Despite all




this, women should have some precautions themselves to avoid cyber crime. like; To secure
your e-mail on the Internet, do not open 'spam' i.e. unnecessary e-mail from unknown source.
The e-mail addresses that are written in English's wrong or multilingual letters, whose topics
are also understandable, clicking them without identifying them can also be dangerous. Do
not try to read a document from this kind of e-mail. Do not destroy e-mail through non-
essential e-mail, even if the option to 'remove' appears. Every person on the Internet is
identified with his password. Your personal information can be public as soon as the
password is hacked. By using passwords, criminals can misuse these information too. Protect
your information on all the internet by password as far as possible. The password must be
mixed with numbers, including large and missing characters. The harder the password will be
as difficult to penetrate. Think of your password on the Internet. Writing passwords on
unknown websites can be dangerous. Change your passwords from time to time. Do not use
the same password in many places. Earning a bank loan, asking for money for an institution,
returning outstanding money and lottery related e-mails usually have a way to trap people. It
is better to send answers and ask for information that inform them about the cyber crime
branch. Free movies, songs and software on the Internet are usually infected with the virus. It
is necessary to take special care while doing so. Do not accept any unknown message while
using computers at public places. Even if you do not have to click on the unknown, weird-
poor link or even your permission, even then computer information can reach the source.
Especially women should not share their personal photos on social media accounts. Be sure to
change the privacy settings of your account before putting any of your pictures or posts. To
avoid cybercrime, unknown people should not place in their social media accounts. About
your name, keep searching on Google for a short period of time so that you know where and
where your name is being used. If any kind of apprehension arises immediately inform your
home and police, especially cyber crime experts as soon as possible. When using social sites,
it i1s necessary to activate its security system, an unknown person should not be included in
the list of friends. No person should respond to unwanted messages unless he is not familiar.
Restrict your photo and personal information to friends, ie, resubmit personal details, so that
no one other than a few friends can keep an eye on your personal movements. Do not share
personal information online like mobile numbers, e-mails, permanent address, bank related
information, even if it is relative or friend. Do not talk about any kind of online flirt from any
unknown person, nor should he make any kind of effort with him. Keep the number of friends
on social networking sites limited. Never include an unknown person in the list of friends.

When an unknown person becomes a friend, then he watches over all our friends online. He




also makes them friends. After that the criminal starts sending porn links. Notifications go to
all your friends, they also include members of your household.

To complete this research, quantitative research techniques and qualitative research
methods have been used. Apart from this, numerical and qualitative research techniques have
also been used. In this research work, the primary source and the use of the secondary source
for achieving the data has been spread so quickly that there is hardly any young people left
today that they are not using them. Through these sites, the information of the country and
abroad is reaching everyone easily. While these social sites have an advantage in the human
world, there are so many crimes against them. Most of these women are being victimized in
these crimes, young girls in them too. On Facebook or the whatsapp crime, we get to watch
TV on TV and read in the newspapers. We get some crime to read or hear but many women
are not able to appear in cybercrime or they are too late. The cyber world and the crimes
committed in it are presenting a new challenge every day in front of the country's security
system. In particular, women are constantly hunting for malicious crimes in this virtual world.
Indeed, in India, certain types of cyber crime are carried out only on women. This is a very
dangerous situation. However, the security agencies are making every possible effort to stop
these crimes from accelerating and to bring the criminals behind the bars. To combat these
situations effectively, awareness is necessary. There is a need to spread awareness among
women about those crimes and criminal methods, which are being executed only by targeting
them. The highest crime that is committed by women, is cyber-stocking ie cyber world.
Pursue or attack from behind. Frequent text messaging, missed calls, sending friend requests,
monitoring status updates, and Internet monitoring fall into this category of crime. In the
center of women cyber crime, women from sixteen to thirty-five years are in greater numbers.
Because, on social media, women and young people keep uploading anything without
thinking. Sometimes they do not even have an idea that they upload The photo or status taken
can be used incorrectly by the criminal and this wrong use can have a bad effect on his life.
This misunderstanding of the youth has created a serious problem like cyber crime in front of
the country.

How to prevent crimes happening on social media? Or how to reduce ?, the
government is worried about it. Recently, the Cyber India-ASEAN Summit was held in the
national capital, Delhi. In this conference, cyber experts from foreign countries also expressed
their concern over serious topics such as women cyber and took a pledge to work together to
avoid it. In this sense, the Central Government has decided to open Cyber Forensic Lab-cum-
Training Center for the investigation, control and prevention of cyber crime involving women

and children in all the states of the country. Given the mounting cyber crime against women




and children, the Central Government has taken this initiative. In recent times, there have
been several incidences of crime against women on social media. Such crimes are linked to
Facebook and other social media. Pornography associated with women is also in this area.
These steps have been taken to arrest the active criminals behind them and tighten them in the
clutches of the law. In fact, to deal with cyber crime, the police have neither the resources nor
expertise of that level. The concept of Cyber Forensic Lab is to overcome this shortcoming.
Not only this, the government has been making legal rights from time to time to deal with the
cyber crime, but they do not seem to have any special effect. Appointments of trained
inventors and decision-making judges are being done to investigate these crimes, which can

be dealt with by these crimes.




